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I Randsiph 8. Yenkel certify that Tam an officer of the company named zbove, and
aoting #s an agent of the company, that 1 have personal knowledge that the company has
estahlished operating procedures that are adequate to ensure compliance with the Commission’s
CPNI rules, See 47 CER.§ 642001 ¢ seg.

Artached to this certification as Atiachment A is an accompanying statemeni explaining
how the company’s procedures ensure that the Comipany is in compliance with the requirements
(including those mandating the adoption of CPNI procedures, training, recordkeeping, and
supervisory review) set forth in section64.2001 of seq. of the Commsission’s rules.

The Company has net ken actions {i.¢.. proceedings instituted or petitions filed by the
Company at either state commissions, the court system. or al the Commisgion against data
frokers) against data brokers in the pastyear.

The Company has not received customer complaints in the past year cencermng the
unautharized release of CPNL

The Company represents and warrants that the above certificate is consistent with 47
(. F.R, §1.17 which requires truthful and acourate staiements the Commisston. The Company
also acknowledges that false statements sand rhisrepresentations w the Commission are
punishable under Tide 18 of thesU 3. Code and may subject it to enforcement action.

Signed | K t’f w/ [Airecdon

Atiachments: Attachment Az Accompanying Statement Fxplaining CPNI Procedures
Attachment B Expladation of Actions Taken Against Data Brokers.
Attachment C: Summary of Customer Complaints
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Attachment A

Communications 1 Netwark, Inc.

STATEMENT EXPL G HOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCCOS CPNI RULES

1. Customer Proprietary Network Information (“CPNIT)

CPNT is defined in Section 222¢1) of the Communications Act as (A informaton that relates
to the quantity, technical confignration, type d@ﬁtingiﬁmx and amounf of use of a
Lelecorarnunications service subscribed to by any customer ol a telecommunioations carrier,
and that is made available 1o the carer by the customer solely by virtue of the carmier-
customer rd&tmminp and (13} information contained in the bills puia;zmw o telephone
exchange service or telephong toll service received | by & customer of a carnier (except thut
CPNLdoes not include subscriber Hst information),

Generally. CPNI inchudes personal information regarding a consummier s use of his or her
telecommunications services. CPNI encoripasses information such as: (a) the uuphcmw
pumbers called by a consumer: (b) the telephone numbers cai Hing a customert (¢} the ume,
loeation and duration of a consumer’s outbound and inbound phone calls, and {d) the
telecommunications and informaticn services purchased by 2 consumer,

Call detail information {also known as “call records™) is & category of CPIST that is
particularly sensitive from a privacy standpoint a nd that s sought by pretexters, hackers and
other unauthorized entities for ilegitimate purposes. Call detail includes any information
that pertains {o the ransmission of a specific tefephone call, including the number called (for
outhound calis), the number from wi mh the call was p! m;ui ¢for inbound talish, and the dute.
sime. location and/or duration of the call (for all calls).

I 1se and Diselosure of CPNI is Restricted

The Company recognizes that CPNI includes Information that s pessonal and individually
identifiable, aid that piivacy concerns have fed. Cemgus and the FOC o impose restrictions
upon its use and disclosure, and upor the provision of access 10 it by individuals or entities

inside and putside the Company.

The Company has designated & CPNI Compliance Officer who is responsibie forr {1
communicating with the Company's attorneys andlor consptianis  regar dmcr CPNI
responsibilities, requirements and restiictions; (2) superyising the training of Company
eoplovees and agents who use or have access to CPNE (33 supervising the use, disclosure,
distribution or access to the C umpdmv g CPNI by mdtpu}dmt contractors and jomi venture
partners; (431 nmmmg; records regarding the use of CF Ni in marketing cdmpa‘zmm and (3}
réceiving, reviewing and resolving qummons or issues regarding use, disclosure, distribution
or provision of access o CPNL




Company employees and agents thay may deal with CPNI have been mformed that there are
substantial federal restrictions upon CPNT use, distribution and access.  In order o be
awthorized to use or access the Company's CPNI employees and agenis must receive
training with respect to the requirements of Section 227 of the Communications Act and the

FOC s CPNI Rules (Subpart U of Part 64 of the FCC Rules),

Before an agernt, independerit confractor or joint venture pariner may receive or be allowed 1o
aceess o usé the Company’s CPRI, the agent's, independent contractor's oy joint venture
pariner’s ggreement with the Company must contain provisions {or the Company and the
agent, independent contragtor or jomt venture partner musl enier inte an additional
confidentiality agreement which provides) thal: (a) the agént. independent contracior o Toint
venture partper may use the UPNI only for the purpose for which the CPNI has been
provided; (b} the agent, indepesdent contractor or joint venture partner may not disclose or
dsiribute the CPNI to, or allow access to the CPNI by, any other party {unless the agent,
independent contractor or Joint venture parmer is expressly and specifically required to do so
by a eourt order) and (¢) the agent, independent contractor or jotnt venture pariner must
implement appropriste and specifie safeguards acceptable to the Company to enswie the
confidentiality of the Company’s UPNL

111, Protection of CPNI

1. The Company may. afler receiving an appropriate whitten request from. a customer,
disclose or provide the oustomer’s CPNI 1o the customer by sending it to the oustomer's
address or record. Any and all such customier requests: (1) wust be made in writing; (2} muyt
include the customer™s correct billing nurme and address and telephone number; (3) must
specify exactly what type or types of CPNI must be disclosed o provided: (4) must speoily
the time period for which the CPNI must be disclosed or provided; and (5) must be signed by
the customer. The Company will disclose (PNI upon affirmative written request by the
cusiomer 0 ay person designated by the customer, but only after the Company calls the
customer’s telephone number of record and/or sends a notification to the customer’s address
of record to verify the accuracy of this request.

i

2. The Company will provide a customer’s phone records or other UPNI 1o a law
enforeement aaeney in aceordance with spplicable legal requirements.

3. The Company retains all customer passwords and “shared seeret” question-answer
combinations in secure fHes that mav be accessed only by authorized Company employees
who need such information in order to suthenticate the identity of customers requesting call
detatt information over the telephone.

4. Company employvees authenticate all tefephone requésts for UPNI in the same manner
whether or not the CPNI consists of call detail fpfonmation. That s, Company emplovees
must (1) be furnished the customer’s pre-esiablished password (or correct answers 1o the
bavk-up “shared seeret”™ combinations); (b) sead the requested information 1o the customer’s
postal or electtonic “address of record” {see delinttion above),” or (¢} cail the customer back



at the cusiomer’s “lelephons number of record” (see definition above) with the requested
informaiion.

S, if & customer subscribes to multiple services offered by the Company and an alltlisie, the
Company is permitted to share the customer’s CPNI regarding such services with its aftiliate.
I 4 costomer does mot subseribe (0 any telecommupications or non-felecommunications
services offered by an a ffiliate, the Company i not permitied to share the customer’s Pl
with the affiliate without the customer’s consent pursuant fo the appropriale notice and
approval procedures set forth in Sections 64.2007, 64,2008 and 64,2009 of the FCC's Rules.

&, When an existing customet ealls the Company o inguire about or order new, additional or
modified services (in-bound marketing), the Company may use the customer’s OFNT other
than eall detail CPNI to assist the customer for the duration of the customer’s call if the
Company provides the eustomer with the oral notice reguired by Sections 64.2008{c) and
64.2008(f) of the FCC's Rules and after the Company authenticales the customer.

The Company discloses or releases call detal) information o customers during custonier
“initiated telephone conticts only when the customer provides a pre-esteblished password. H
the customer does not provide a password, call detail information is released only by sending
i 1o the customer’s address of fecord or by the carrier calling the customer at the telephone
aumber of record. IF the custemer is2ble to provide to the Company during u customer-
initiated telephone call, ail of the call detail iaformation necessary to addeess a custorner
service issue (ie. the telephone number eatied, when it was called. and, i applicable, the
amount charged for the call) withour Company assistance. then the Company may take
goutine customer service actions related 10 such information.  (However, under this
circumstance, the Company may not disclose to the customer any call defail information
sbout the customier aceount wiher than the call detail information that the customer provides
without the customer fiest providing a password.)

7. The Company uses, discloses, andlor permits access to CPNI in connection with
Company-initiated marketing of services to which a tustomer does not already subscribe
from the Company {ouwl-bound marketing} only pusuant 1o the notice and approval
procedures set forth in Sections 64,2007, 64,2008, and £4.2009 of the FCO's Rules.  All
proposed out-bound markéting activities are reviewed by the Company’s CENI Compliance
Officer Tor compliance with the CPNI restrictions and requirements in the Communications
Actandithe FCU Rules.

R The Company maintzins appropriate paper and/or electronic tevords that allow its
employees. independent contractors and joint venture partners to clearly establish the status
af each customer’s Out-aut andfor Opt-la approvals (if any) prior to use of the custemer’s
CPNT. These reeords include: (1) the date(s) of any and all of the cuswrper's deemed Opt-out
approvals andfor Opt-in approvals, together with the dates of any medilications or
revocations of such approvals: and (i) the type(s) of CPNI Gsc. aoeess, dizclosure andlor
distribution approved by the customer.



9. Defore a customer's CPNI can be used in an out-bound marketing activity or mmpaiwn
the Company’s records must be checked to determine the status of the customer’s CPNi
approval, Cmﬂ;mm; emplovees, indopendent contractors and joint venture pattiers arc

required to notify the CPNI Compliance Officer of any access, accuracy or security problem
ﬁét}- encounier with respect to these records.

If new, additional or extended approvals are necessary, the CPNI Compliance Officer will
determine whether the Company’s “Opt-Out CPNI Notice™ or “Opi-In CPNI Motice”™ must be
used with respect 1o various proposed oul-bound marketing activities,

10, The CPNI Compliance Officer will maintain 2 record of each ont-hound marketing
activity or campaign, including: () a deseription of the campaign; (i) the gpecific CPNI that
was used in the campaign: (iii) the date and purpose of the campaign: and (iv} what products
and services were offered as part of the campaign. This record shall be maintained for a

minimum of onevear.

t1. The Company's employees and billing agents may use C PNI to injtiate, vender, bl and
collest for wlecommuniciiions services. ha, Company mm abtain information from now or

existing customers thal may conititite CPNT as part of applications or requests for new,
additional or modified services, and its emplovees and agents may use such customer
information {without further custemer approval) to initiate and provide the services

Likewise, the Cormpany’s L,f"npiwus and billing agenis may use customer servige and a_aihna
records {without customer appreval): (a) 1o bill customers for services rendered to thermy (b)
o investigate and resolve disputes m&fi‘i customers regarding their bills; and (¢} o pursue
tegal, arbitration, or other processes to collect late or unpaid bills from customers,

12, The Company's employees and agents may use CPNI without customer apprm«“ai 10

prisgest the C ompany’s rights or property. angd {o protect users and other carrigrs from

fraudulent, abusive or illegal use of {or subscription (o) the telecommunications service from
which the CPNT is derived.

Because allegations and investigations of frund, abusé and iilegal use constitute very

sensitive mutters, any access, use, disclosure or distribution of CFN] pmmfmt o this Section

mrust be expressly approved in ady ance and in writing by the Company’s CPNI Compliance

{HTicér,.

13, The Company’s mnpiowm, agents, independent contractors and Joint vesture partners
may NOT use CPNI to identify or frack customers who have made calls 1o, of received calls
from. competing carriers.  Nor may the Company’s cioployees, agents, independent
contractors or joint venture partners use or disclose CPNLior personal reasons or profit.

14, Company poliey mandates that files containing CPNT be mainimined in a secure manner
such that they cannot Be nsed, accessed, disclosed or dissributed by unauthorized individuals

or I an unagthorized manner,

15. Paper files containing CPENI are kept in secure areas, ard may not Be used, removed, oy
copied in an unauthorized manaer.



16, Company employees, agents, independent contractors and joint venilwre partners are
required to notly the CPNI Compliance Officer of any access or security problems they

encounter wilh respect to files containing CPNL

17. The Company may permit ifs customers to establish online accounts, but must réquire an
appropriate password to be furnished by the customer before he or she can actess any PN
in his or her online sceount, Passwords may NOT be based upon seadily obtangble
biographical information {e.g.. the customer’s nanie, mother’s maiden name, soctal security
number or date of birth) or account information (e g.. the customer’s telephone nomber or
address).

1%, Customers may obtain an initial or replacement password: (1) if they come in person {0
the Company’s business office, produce a driver’s license, passport or other goverpmeni-
tesued identification verifying their identity, and correctly answer certain questions regarding
their service and address; or (i) if theéy oall a specified Company telephone number from
their telephone number of record. and then wait at that number until a Company
vepresentative calls them back and obilaing correct answers (0 cartain guestions regardig

thelr service amd address:

19, The Company will notify custopmers immediately of ceriain changes in their accounts that
may alfect privacy or security maters,

a. The tvpes of changes that require humediate notification include: (&) change or request
for change of the customer’s password; (b) change or request for change of the
customer’s address of record; (¢) change or request for change of any significant element
of the customer’s online aceount; and (d) a change or request for change to the
customer’s responses with respeet to the back-up means of anthentication for lost or

forpotten passwords.

b. The notice may be provided by: (a) a Company call or voicemail to the customer’s
tetephone number of rgeord: (b} a Company fext message 1o the cusiomer’s felephone
pumber of record; or (e} o written nolice mailed to the customer’s address of record {io
the eustomer™s prior address of record if the change includes a change in the customer’s
address of recordl,

. The notice must identify only the general type of change and myust not reveal the
changed information.

d. The Company employee or agent sending the notice must prepare and fumish to the
CPNI Compliance Officer 2 memorandum contdining: (1) the name, address of record,
aied telephone number of record of the customer notified: (b} & bopy or the gxact wording
of the text message, written notice, elephone message or volcemail message comprising
the notics; and (¢) the date and time that the notice was sent.



iv

20. The Company must provide an injtial notice to law enforcement and a subsequent notice
to the customer if a security breach results in the disclosure of the customer’s CPNI to s thisd
party without the customer’s authorization.

4. As soon as practicable (and in no event more than seven {7y davs) after the Company
discovers thal & person (without authorization or exeeeding authorization) has
intentionally gained access to, used or disclosed CPNL the Company must provide
electranic notilication of such breach to the United States Secret Service and to the
Federal Bureau of lnvestigation via a central reporimg facility aceessed through a Hinik
maintained by the FCC at ltn/wway lecady feb ol

21, The Company will provide customers with access fo UPNI al its retail locations if the
customer presents a-vaiid photo 1D and the valid photo i) matches the name on the accouhi

22 The Company takes reasonabile méasures 1o discover and potect against activity that is
indicative of prelexting including requiring Company emplovees, agents, independent
contractors and feint venture partners to netify the C PNT Campliance Officer immediately by
voice, voicemail or emall off {a} any suspicious of unusual call requesting a customer’s call
detail infermation or other CPNI (including a call where the caller fumishes an incorrect
password or incorreel angwer 1o oné or hoth of the “shared scerel” question-answer
combinations): (b} any suspicious or unusual atiempt by an individual to change a customer’s

L

password or aceount information  {including providing inadequate oF inappropriate
‘dentification or incorrect “address or record,” “telephone number of record” or other
sighificant service informationy; (¢} any and all diseovered instances where access to the
Company’s ¢lectronic files or databases containing passwords or CPNI was denfed due to the
provision of incorrect loging andfor passwords; and () any complaint by a customer of
urmthorized or inappropriate use or disclosure of his or her CPNL The CPNI Cempliance
Officer will request further information in writing, and investigate or supervise the
iivestigation of, any incident er growp of incidents that- reasonably appear to emtail
prewxing.

L CPNE Compliance Officer

T addition to the specific matters required to be reviewed and approved by the Company’s
CPNT Compliance Olficer, employees and agents, independent cOntraciors and jolnt venture
partners are strongly encouraged 16 bring any and all other quesiions, isspes or unceriaintics
egarding the use, disclosure, or actess w CPNT 10 the attention of the Company’s CPNI
Compliance Officer for appropriate investigation, feview and guidance. The extent 1o which
a particular employee or agent brought a CPNL matter to the atiention of the CPNI
Compliance Officer and received appropriate guidance is a muterial consideration in any
disciplinary action brought against the employee or agent for impermissible use, disclosure
or access o UPNL

V. Disciplinary Procedures



The Company has informed its emplovees and agems, independent contractors and joint
venture partners that it considers complisnee with the Communieations Act and FCC Rules
regarding the use, disclosure, and access to CPINI1o be very important.

Violation by Company emplovees or agents of such UPNI requirernents. will lead 1o
disciplinary sction (including remedial training, roprimands, gafaverable performance
seviews, probation, and termination), depending upon the circumstances of the viclation
(including the severity of the vielation, whether the viodation was a first time or repeat
violation, whether appropriate guidance was sought or received from the CPNIT Compliance
Oficer. and the extent to which the violation was &r was not deliberate or malicious).

Violation by Company indepéndent confractors or joint venture partners of such CPNI
requirements will lead to prompt disciptinary action {up to and including remedial training
and termination of the contract}, '



Attachment B
Communications 1 Network, Ine
STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS

A. During Calendar Year 2009, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the Federal Communications
Commission:
NONE

B. During Calendar Year 2009, the Company has instituted the following proceeding, or filed
the faltowing petitions, against data brokers before the lowa Utilities Board:
NONE

C. During Calendar Year 2009, the Company has instituted the following proceeding. or filed
the following petitions, against data brokers before the following federal or state courts:

NOME



8.
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Attachment €
Cemmunications I Network, Inc

SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNY

During Calendar Year 2009, the Company has received the following number of customer
complaints related to unauthorized access to, of disclosure ofi CPNI due 1o improper 2¢oess
by Company employees:

NONE

Puring Calendar Year 2009, the Company has received the following number of customer
complaints related to upanthorized aceess to. of disclosure ol CPNI due 1o improper
disclosure to individuals not authorized fo receive the information;

NONRE

During Calendar Year 2009, the Company has received the following number of customer

complaints related to unauthorized access Lo, or disclosure of, CPNI due to improper gucess
1o online information by individuals not authorized to view the information:

NONE
During Calendar Year 2009, the Company has become aware of the following processes that
pretexters are using o aftempt O aeeess its CPNE

NONE



